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PayNyms

Dublin Bitcoiners Meet Up

¥,
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Options for receiving Bitcoin payments
or donations
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xPost a static address (which is terrible for privacy).

. WlleeakS Leaks News About Partners

Bitcoin

Bitcoin is a secure and anonymous digital currency. Bitcoins ca
the following address:

36EEHhOME3kU7AZ3rUxBCyKR5FhR3RbqVo = 7

Various sites offer a service to exchange other currency to/from
are still gaining value. To learn more about Bitcoins, visit the we

For a more private transaction, you can click on the refresh butt

Please do not use old (1HB5X...) donation address. (message s

Add ress 36EEHhOME3kKU7AZ3rUxBCyKR5FhR3RbgVo &

Total received 36.69335384
Total sent 33.78386493

Balance 2.90948891 $82 900
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xRunning a BTCPay server or zaprite

B BTCPAY é SERVER SETTINGS STORES APPS WALLETS INVOICES PAYMENTREQUESTS & @
a (=)

Invoices bitcoin

Extended Public Key
Create, search or pay an invoice. (Help) Add a label for this wallet and paste in your Extended Public Key (xpub/ypub/zpub)

below, then select your wallet’s address type.

Label
Date © Orderid Invoiceld Status Amount Actions

Wasabi Wallet #1
4/12/2020 11:57:47 M6QCNStUHVPW7KUZCSq1gp [ paid ~ | $2.00 (USD)
AM Extended Public Key
, i ' TCK TSTi jC4zwj PHNPF...

4/12/2020 11:57-37 GGazZ1TUGSNCvwzuUSVERD2 m 0.01000000 BTC - xpub6CgGnxiDWCP6V6zXR3UCTCK6zMTHTSTics33XKa)jC4zwj3ztccALWLz8y2PH
AM
4/12/2020 11:57:26 KLwGowp4PvnyH88owMmgHf 120.00 € (EUR) Generate a receive address in your wallet and confirm the last 6 characters below.
AM

Confirm Address
4/12/2020 11:57:15 YUpWA4UVxXUQ6P3tRymSwWNxf $5.00 (USD)
AM belqyl h3u67j673h6ybalv7OmOpl2yz53tzh wvxgg7u
4/10/2020 11:53:52 YYnH47cWQp3fK39QmUTEEi $50.00 (USD)
AM
4/6/2020 12:15:43 SVNKk3NByx2ZyPQ5hYQq86b $10.00 (USD)
PM We recommend creating a new wallet specifically for use on Zaprite. Read our article

below for an example Wasabi Wallet connection.

.- _- How to Connect a Wasabi Wallet xPub to Zaprite
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xThis concern regarding the reissuing of addresses was already addressed in the

2008 whitepaper.

10. Privacy

The traditional banking model achieves a level of privacy by limiting access to information to the
parties involved and the trusted third party. The necessity to announce all transactions publicly
precludes this method, but privacy can still be maintained by breaking the flow of information in
another place: by keeping public keys anonymous. The public can see that someone is sending
an amount to someone else, but without information linking the transaction to anyone. This is
similar to the level of information released by stock exchanges, where the time and size of
individual trades, the "tape", 1s made public, but without telling who the parties were.

Traditional Privacy Model

" . Trusted .

New Privacy Model

As an additional firewall, a new key pair should be used for each transaction to keep them
from being linked to a common owner. Some linking is still unavoidable with multi-input
transactions, which necessarily reveal that their inputs were owned by the same owner. The risk
is that if the owner of a key is revealed, linking could reveal other transactions that belonged to
the same owner.

¥
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What are
PayNyms?

¥,
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x‘PayNym’ is the Samourai Wallet implementation of BIP47: ‘Reusable Payment Codes’.
= A publicly shareable |ID, derived from your private key.

xAnyone else using a BIP47 compatible wallet can combine their own unique code with yours
to generate bitcoin addresses for the two of you to transact.

¥


https://github.com/bitcoin/bips/blob/master/bip-0047.mediawiki
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B PayNyms provide a secure and private way to send and recelve bitcoin
using BIP47 Reusable Payment Codes.

B PayNyms allow you to add friends to your wallet contact list without
revealing your balance or transaction history, for secure sending and
receiving.
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https://github.com/bitcoin/bips/blob/master/bip-0047.mediawiki#protocol

[XTXI]

® [he wallet needs your private keys to derive addresses for connected PayNyms.

x  Currently, this functionality is only available in Samourai, Sparrow Wallet,
Wallet.

Bluewallet, and Stack

®x Samoural manages Paynym directory and provides Custom PayNyms at its discretion.

= [he only other alternative to BIP 47 s “silent payments’, but no wallet has implemented them

yel.
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16:06 7 ' 4G @)
< Wallet Save
. o0 @
name W
PayNym
+summerpoetry5a3
type
HD SegWit (BIP84 Bech32 Native) < Share an Address PayNym: +darkflower4C8 L]
transactions Payment code: PM8TJfuwamKz..CiTGY ™ &
Following (2)

Display in Wallets List .

+aggregat >
transactions count ‘ +stackwallet Find Contact: PayNym or Payment code
0

Contacts Followers

master fingerprint  derivation path ) o +darkflower4C8

+billowingfirefly582 > .4'-'1/
454E6338 m/84'/0'/0' @ PM8TJMFq...dKP & Linked @ +oldwood25¢
Show addresses > @& +crimsonfog381 & Linked @ +oldraind4D7

+billowingforestO5F > .

@ +oldraindD7 & Linked U@éﬁ +crimsonfog381
Export/Backup :
+billowingsurf59A >
Show Wallet XPUB
Sign/Verify Message +bitcoinenemies > %

+blueresonance249
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Payment code or PayNym®

ere Is my payment code:

wnFsKqg T 9dWeVuCGukdgea

ne ‘PayNym’ |ID you see within Is simply a visua
nd is not integral to the underlying operation of the BIP.

PM8BTJf24x1 1fTQXTBXGHVYSQjsObPsNenfkKkXKdsdWNiaGGcecomodkagb TGpu

Dpr8f9egailUsalfr8e8sm I KmCV

layer bullt on top to IMprove User experience

BpHwW294ANng

¥
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Collaborative Payments (Following)

This free option, bullt by the Samoural team, allows you and any other PayNym you
follow to collaborate using Cahoots (Stowaway, Stonewall x2).

STONEWALL X2 Transaction Stowaway Transaction

Example from kycp.org
200k sats being sent

Example from kycp.org
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Stowaway

A 2-Person Coindoin that simulates a "simple” bitcoin payment

Stowaway Transaction ®

¥,

Graphics
Example from kycp.org
200k sats being sent
Input O Input O
L L L B L B B BN
279,088 sats 23,596 sats
Input 1 Input 1
o000 0 0 LB B N N N
225,853 sats 479,088 sats
Attributes When to use it? Limitations
- Uses recipient UTXO on the - For any type of spend to another - Only possible when paying to another
input side of tx Samourai user Samourai user

- Multiple possible interpretations

- Amount being sent not seen on chain

- Looks like a 'normal’ 2 output tx
- Casts doubt on all 'normal’ tx's

- Increased entropy by using
someone else's UTXO set
- Breaks the common input
ownership heuristic

- Shows UTXOs used to tx partner

- Tx partner must have the equal to the

amount being sent in their wallet
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PayNym

PayNym: +oldglade403 L]

Payment code: PM8TJRf4dKzZ...8cvTo L]

Find Contact: PayNym or Payment code O]

Contacts Followers

Follow PM8TJRf4dKzZ...8cvTo to participate in Cahoots
CoinJoin transactions with them. No need to connect to

use Cahoots!
No contacts No followers

[*‘A FOLLOW J

Cance Fee : Free

History
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-
Transactions
Balance: 1,169,133 sats $ 34862
Mempool: 45 678 sats $13.62 500,000
Transactions: 4 ©
Pending
7 Seessssststssstotet v
. -0.80045894 BTC > esesssstessists Date Label
RRRRRRHERRR » Unconfirmed
R R R e R e

Hide diagram

Flow

Inputs & Outputs

0.00169134 =7c £
0.00299784 =1 £

O tblghxnwlsnw4z6lfwsnte4hal3.. c8hydx5z 0.00123456 21C tblqt3c3uumtjtbcv9ysvafe363.. zOnytwm8

O tblqdch1q49337pzpga602ad42w.. prabtwjk tblgqss2va22c25dfsq8udvn3tt6.. mhmespxd

0.00345678 =7C

0.00468918 =7C

1,500,000

1,000,000

12:37

Value

(O 45,678
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Stonenewallx?

A 2-

Person Goindoin.

STONEWALL X2 Transaction

Graphics

- Multiple possible interpretations
- Amount being sent not certain
- Looks identical to a regular STONEWALL

- Same 4 outputs as regular STONEWALL

- Good for consolidating UTXOs
without significant privacy loss
- Increased entropy by using
someone else's UTXO set

Example from kycp.org |
; - Output 0
Input 0 **°°*% 40,034 sats
46834'sats  |*°*°°° ‘ ?
\ . Output 1
Input 1 eeeee® 98,200 sats
205,000 sats i }
{ | Sl Output 2
Input 2 104,000 sats !
L N B N -
100,000 sats Output 3
104,000 sats
Attributes When to use it? Limitations
- Creates a mini C) using yours and - For any type of spend where - UTXOs selected must not have been
another SW user's UTXOs increased deniability is beneficial seen together in a previous tx

- Requires another SW user to construct

- Shows UTXOs used to tx partner

¥,
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Inputs & Outputs

€ tblqt3c3uumtjt6cvIysvafe363.. zOnytwms
€ tblgrunglsmcrard9x3cq8ywshe.. 88nyjsvu

I

<

Tegegese

P P
Xl

0.00169134 57C
0.00654321 157C

tblgxdr4h38mf5n44p2p6vryyrn.. xxn6h6k3
tb1lqc2tut36zr6694hj9p9ze351l.. wixh7nq@d
tblq9hererss20589h8d22hrvu3.. h76zzctd
tb1q9u6g@xImmwhj lfanulshztm.. j4rxndsf

)
a® ST 3 )
) \ \ 00 8 \\3\)\)))\3

Details

0.0005432157c £)
0.00054321 27c £
0.00114671 t57c £
0.00599858 57c £
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No collaborative (Connected)

It we are connected, we can send tunds without the interaction ot the other side.

¥
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Following Connected Following

BlockChain Connect with +supersmoke9F5 to generate History

unique private addresses for sending bitcoin to this
contact

[+; CONNECT ]

Fee : 0.00015000 BTC

History
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To

Joinbot

Ricochet

sat

Total available amount

0.01118267 BTC

+supersmoke9F5 (connected)

. O
. J

L

9.0 00006

et At S S et S St
AL A

{
&

Privacy Addons

000000000006
) 0000 000000000000

L WS NS NS WS W W W P WA WA L - -
0000000000

9000000

®
~~ Joinbot

02909 S . T
RPN Amount will be sent as a coinjoin output .
- P32929939333  Max spend amount: 1.25 BTC

000000000000

Ricochet

A

Transaction Priority
' ) Low

1 sat/b
Total miner fee

0.00000148 BTC

Estimated wait time

9000000000

LA
A\

990090000 006666

Additional hops between your wallet and the final .
destination for increased fungibility

o
D
o
®
J
D
O
0
o

9900000000000

A A

9.9.©

STONEWALL Protection

Increase deniability and reduce linkability between
inputs of this transaction .

Transaction Entropy

@ bits _gl
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+supersmoke9F5
Date Today 17:44
Status Unconfirmed (1/3)
Miner fee rate 1 sats
Miner fee paid 148 sats

Transaction ID

41ddf68334a5ef44a1b80c796eeb6d911bB671acc93df
409e1186fd8273f6822a

Notes Add

Pay again

()
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“Further, even though collaborative transactions require more effort, the
value they provide not only to you but to other users IS significant.
Consider using these techniques for every transaction you send. [t Is
never too late to start.”

—Craig Raw~
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
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Credits:

® Nitps://github.com/bitcoin/bips/blob/master/bip-0047 . mediawiki#protocol

® Nitps://qist.github.com/BubensSomsen/c43b 7951 7ercbb701ebf/ /eectdbid6b8

® Nitps://bitcoiner.guide/paynym/

= Nttps://www.paynym.is/

® Nttps://docs.samoural.io/en/wallet/features/paynym

® Nttps://sparrowwallet.com/

® Nitps://foundationdevices.com/

¥


https://github.com/bitcoin/bips/blob/master/bip-0047.mediawiki#protocol
https://gist.github.com/RubenSomsen/c43b79517e7cb701ebf77eec6dbb46b8
https://bitcoiner.guide/paynym/
https://www.paynym.is/
https://docs.samourai.io/en/wallet/features/paynym
https://sparrowwallet.com/
https://foundationdevices.com/

